INSTITUTIONAL REVIEW BOARD (IRB)

VA NORTHERN CALIFORNIA HEALTH CARE SYSTEM

	Research Data Security

	Date:
	     

	Investigator:
	     

	Title of Study:
	     

	VA File Number:
	     


	1. If you answer “NO” to any one of the following statements, you may not remove or transmit research data outside the VA unless you obtain approval from your supervisor, VA IS0, and VA Privacy Officer. A Region 1 Sanctuary Request form is required.
If this project will not obtain any VA sensitive research information/data, the statements below should be marked as not applicable (N/A).

	a.  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	All VA sensitive research information is used and stored within the VA.   

	b.  FORMCHECKBOX 
 Yes   FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	All copies of VA sensitive research information are used and remain within the VA.

	If you have answered “YES” or “N/A” to both statements above, skip items 2.(a-g).

	2. If the original or copies of VA research information are removed from the VA the following apply: 

	 Permission to remove the data has been obtained from:

	PI’s immediate supervisor (must sign below)

	VA Information Security Officer (ISO) 

	VA Privacy Officer 

	a.  FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	A property pass for the equipment (laptop etc.) has been obtained.

	b.  FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	The laptop or other portable media is encrypted and password protected.  NOTE: Contact the VA ISO at your facility for encryption issues.

	c.  FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	Data are not transmitted as an attachment to unprotected e-mail messages.

	d.  FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	Names, addresses, and social security numbers (real and scrambled) have been replaced with a code.  NOTE: Names, addresses, and social security numbers (real or scrambled) may only be maintained on a VA server and documentation of the procedure by which the data were coded must remain in the VA.

	e.  FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	Data sent via mail or delivery service have been encrypted.  NOTE: It is preferable to send data on CD’s or other media by a delivery service where there is a “chain of custody”.  

	f.  FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	For data that will reside on a non-VA server: The server has been certified and accredited as required by Federal Information and Security Management Act of 2002 (FISMA).  NOTE: Your facilities ISO should be consulted.

	g.  FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No    FORMCHECKBOX 
 N/A    
	Access to the data is only by those who are authorized to access it and the access is related to VA-approved research.


	3. Please indicate how study data is kept secure to protect the privacy of subjects and to maintain the confidentiality of data.

Check all that apply: 

 FORMCHECKBOX 
 Data are anonymous, unidentified, or de-identified – describe process      
 FORMCHECKBOX 
 Data are coded; data key is kept separately and securely – describe data key      
 FORMCHECKBOX 
 Data are coded; data is destroyed in accordance with the VA record retention schedule
 FORMCHECKBOX 
 Data are kept in locked file cabinet

 FORMCHECKBOX 
 Data are kept in locked office or suite

 FORMCHECKBOX 
 Electronic data are protected with a password 

 FORMCHECKBOX 
 Data are stored on a secure network – complete item 5  below
 FORMCHECKBOX 
 Certificate of Confidentiality issued by NIH 

	4. Procedures for reporting theft or loss of research data or the media such as a laptop, containing research data are in place and familiar to the researcher and all other who have access to use, store, or transport the data.
 FORMCHECKBOX 
 Yes    FORMCHECKBOX 
 No   

	5. Indicate ALL the locations where research information is stored.

a. Electronic Copies: (ie: CRADA approved URL, VA network folder, VA research server, VA home directory, VA approved laptop, VA encrypted CD/DVD or VA encrypted USB drive): 

     

	b. Backup Copies: (ie: information contained on electronic storage devices, including hard drives, laptops, USB drives, servers or PCs)

     

	c. Hard Copies:  (ie: physical address of paper products)
     

	d. Non-VA location: (ie: any data stored outside of the VA)

     

	e. Specimens: (ie: physical address)
     

	6. Electronic Data

	a. Computer/PCs information.
1) Indicate the number of computer/PCs that are used to store research data:
     

	2) Provide the computer brand names and model numbers:
     

	3) Indicate the computer operating system & version (Windows XP, Windows NT, Macintosh, etc.):
     

	4) For VA Computers please provide the VA equipment inventory MAC number:

     

	b. Laptop information.

1) Indicate the number of laptops that are used to store research data:
     

	2) Provide the laptops brand names and model numbers:

     

	3) Indicate the computer operating system & version (Windows XP, Windows NT, Macintosh, etc.):

     

	4) For VA Computers please provide the VA equipment inventory MAC number:
     

	5) Indicate the encryption software being used to protect research data:

     

	c. Portable Disk Information.

1) Indicate how many portable disks (flash drives) are being used to store research date: 

     

	2) Indicate the brand names and model numbers:

     

	3) Indicate the encryption software being used to protect research data:

     


  All Signatures REQUIRED prior to IRB Review and approval

_____________________________________________________
________________

Signature of Principal Investigator 





(Date)

(Must be signed before submitting to Research Service)

_____________________________________________________
________________

Signature of Principal Investigator’s Supervisor



(Date)

(Must be signed before submitting to Research Service)

_____________________________________________________
________________

Signature of VA Information Security Officer (ISO)



(Date)

(Research Service will route for signature)

____________________________________________________
________________

Signature of ACOS/R&D







(Date)

(Research Service will route for signature)
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