INSTITUTIONAL REVIEW BOARD (IRB)

VA NORTHERN CALIFORNIA HEALTH CARE SYSTEM

	Research Data Use and Security Plan

	Date:
	     

	Investigator:
	     

	Title of Study:
	     

	VA File Number:
	     


	SECTION 1 – Investigator’s Assurance


	· I understand that I have overall responsibility for safeguarding data.  This includes responsibility for the training and oversight of all members of the research team (including trainees) on data security requirements. All study personnel are credentialed through the Research Office, are approved for participation on a study by the IRB, and have current training certification for VA Privacy and Information Security Awareness and Rules of Behavior Training.
· All VA Information resides on VA-approved devices unless specifically designated and approved in advance (See Section II).  Laptop computers that have VA Protected Information (VAPI) are protected by VA-approved encryption software.  Other portable electronic media devices containing VAPI are always secured under lock and key when not in the immediate vicinity of the responsible individual.  Employees must use physical locks to secure portable computers when the computers must be left in a meeting room, or other semi-public area to which individuals other that the authorized employee have access.  All portable storage devices, i.e. thumb drives, hard drives and CD/DVDs, should be protected by FIPS 140-2 certified encryption software. The website to request an encrypted thumb drive is:  http://devicecontrol.r01.med.va.gov/
· All hardcopy of data are secured in a locked cabinet in a locked office on the VA property and all personnel with access to the information are all IRB approved.  
· When authorized, research personnel will dispose of VASI through shredding or other approved disposal methods.

· VA Information sent by email will be protected by PKI encryption.  

· Sponsors are not permitted access to identifiable data by any member of the research team or by visiting study monitors.  Only coded data is transmitted.  The codes do not leave the VA.  

· I will insure that the procedures for transportation of data to and from off-site locations has been approved by the IRB and that I have systems in place to ensure that the chain of custody for VA Information is documented and approved by the appropriate authority (see Section II). 

· I have read and understand the provisions of VA Directive 6600, “Responsibility of Employees and others Supporting VA in Protecting Personally Identifiable Information”, VA Directive 6500, Information Security Program and have communicated these Directives to my study staff.
· I will report any security incidents involving personally identifiable information in electronic or physical form to the Information Security Officer email (V21MAC ISO’S) within one hour of learning of the security breach.  I will also notify the Privacy Officer (Shannon Caston, 707-437-1823). 

· Upon termination of the study or when any research staff leaves the study, each research staff member will complete a research out-processing form to remove network access and/or remote access.  Also all data will be returned to this institution and secured appropriately.

· If the principle investigator leaves the VA, all research records, data and data repositories will remain at the VA and under the VA’s control.

	

	Principal Investigator’s Signature
Date

	SECTION 2 – Research Security Plan


	1. If you answer “NO” to any one of the following statements, you may not store, remove or transmit research data outside the VA unless you obtain approval from your supervisor, VA IS0, and VA Privacy Officer by completing a Offsite Data Storage Waiver.
If this project will not obtain any VA research information/data, the statements below should be marked as not applicable (N/A).


	1(a)
	All VA research information is used and stored within the VA.  
	  Yes
	  No
	  N/A

	1(b)
	All copies of VA research information are used and remain within the VA.
	  Yes
	  No
	  N/A


	2. 
	Software:  List any specially obtained software that will be used, the source of the software, whether a license will be required, who will fund the license as well as any data that will be stored in temporary files on the computer’s hard drive.

     


	3. 
	Web Applications:  List any web application, as well as its security features, that will be used for such purposes as recruiting subjects (ex. Craigslist.org), completing questionnaires (ex. WebMonkey) or processing data (statistical program). 

     


	4. 
	Data Flow:  List a description of the data collection, data flow and/or data management process that will be used during the course of the study. 

Transfer/Transmission of Research Data to any entity other than the sponsor or its designated data center (Note: transport, transfer, transmission, or use of VA research data (including limited data sets) outside the VA requires prior written approval by the Privacy Officer and Information Security Officer).

     


	5. 
	Data Security Plan:  Describe how electronic data as well as paper records will be secured.

     


	6. 
	Data on a Hard Drive:  Identify whether VA research data will be stored on the hard drive of a PC/laptop.  If so, it is considered VA best practice to encrypt the PC.

     


	7. 
	Mobile Devices:  State that all mobile devices will be encrypted and that the encryption is FIPS 140-2 validated.  Note:  All mobile/portable devices and media and any information transmitted to and from a wireless device must be protected with VA approved encryption technology that is FIPS 140-2 validated.  Website to request encrypted thumb drive http://devicecontrol.r01.med.va.gov/
     


	8. 
	Storage Location:  Identify precisely where data and specimens will be stored, i.e. physical site, network location/server name (e.g. vhamacrdata\folder name), type of mobile storage device, building and room, etc.  

     

	
	8(a)     Paper-based data storage:

Site:     
Building:     
Room:     
Locked cabinet:      



	
	8(b)       Electronic data storage:

Site:      
Building:      
Room:      
Server name:      
Network folder:      
Encrypted portable storage:      


	
	8(c)       Research specimens storage:

Site:      
Building:      
Room:      
Locked cabinet:       

Specimen labels have identifiable/de-identifiable information:      



	9. 
	Removal of VA Information from the VA Protected Environment:  State whether or not research data is intended to be removed from the VA protected environment. (You may need to complete a Offsite Data Storage Waiver or Memorandum of Understanding (MOU) – check with your ISO)

     


	10. 
	Protection of Media Stored at Alternate Site:  If the study team plans to store VA information outside the VA protected environment, the study indicates by what method it will be protected. (You may need a MOU – check with your ISO) 

     


	11. 
	Data Transmission:  State how electronic information will be securely transmitted.  Note:  VA data or information may only be transmitted using VA-approved solutions such as FIPS 140-2 validated encryption.

     


	12. 
	Data Backup:  Indicate that mobile storage devices do not contain the only copy of research information.  Original electronic VA research data stored on a mobile device or outside the VA protected environment will be backed up regularly and stored securely within VA’s protected environment. 

     


	13. 
	Shipping Data:  Indicate whether research data that must be sent via common carrier will be encrypted with FIPS 140-2 validated encryption if it is electronic and will be sent via delivery service with a chain of custody. 

     


	14. 
	Data Return:  Include a statement regarding what VA information will be returned to the VA, how the information will be returned to the VA, or plans for its destruction.  Note:  VA research data and information must be retained in accordance with the applicable VA Records Control Schedule (RCS), which is a set of rules established by the Federal government that states when Federal agencies are allowed to dispose of records.  Prior to destruction of research records, the PI should contact the Records Management Officer for current policy. 

     


	15. 
	Data Destruction:  Include a description of the methods that will be used to destroy data at the end of its life cycle.  Note:  If the protocol states information will not be returned to the VA, the protocol must state how and when the information will be destroyed.  See note above in Question 14.  

     


	16. 
	Termination of Data Access:  State that removal of access to research study data will be accomplished for study personnel when they are no longer part of the research team.

     


	17. 
	Incident Reporting:  Indicate, in accordance with VA policy, procedures are in place for reporting incidents, i.e. theft or loss of data or storage media, unauthorized access of data or storage devices or non-compliance with security controls.

     


  All Signatures REQUIRED prior to IRB Review and approval

________________________________________________________
            ________________

Signature of Principal Investigator 




  
          (Date)

(Must be signed before submitting to Research Service)

________________________________________________________
            ________________

Signature of Principal Investigator’s Supervisor



          (Date)

(Must be signed before submitting to Research Service)

________________________________________________________
            ________________

Signature of VA Information Security Officer (ISO)



          (Date)

(Research Service will route for signature)

________________________________________________________
            ________________

Signature of ACOS/R&D






          (Date)

(Research Service will route for signature)

	
SECTION 3 – Offsite Data Storage Waiver


1. PURPOSE:  To establish offsite data storage waiver requirements for the Northern California Health Care System workforce members who have valid business needs for removing/sharing VA data outside the protected environment.  The waiver process will limit VA data leaving the protected environment and enforce the use of proper security controls to protect potential damage that could occur from a breach or failure in security and to prevent patient privacy lawsuits. 
2.  PROCEDURES:
      a.  Offsite Data Storage Waiver (attachment A) should be completed for all transfers that your facility or department makes to non-VHA organizations.  Office of Information and Technology (OI&T) must approve the protective conditions being employed before data removal.  Explicit written approval, with substantial business justification is required.  Signatures by requester, immediate supervisor, service chief, and the facility director, with concurrence from the facility Chief Information Officer (CIO), Information Security Officer (ISO), and Privacy Officer (PO) is required before VA information is allowed to be taken outside of our protected environment on FIPS 140-2 certified equipment.  All devices used to transmit and store VA information outside of VA’s protected environment must use FIPS 140-2 approved encryption. This includes laptops and thumb drives and other removable storage devices.  
     b.   The completed Offsite Data Storage Waiver will be archived with the protocol packet and tracked by the ISO.  A copy of the completed document will be distributed to the requester, immediate supervisor, and service chief.  The waiver will be good for one year from when the ISO signs the document.

Attachment A
Department of   NCHCS Offsite Data Storage Waiver  

Veterans Affairs  

Date: 

Requestor's Full Name:  

Title: 

Facility/CBOC: 

City, State, Zip: 

Phone Number: 

             REMOVAL OF VA INFORMATION OUTSIDE PROTECTED ENVIRONMENT  

1. I am requesting a waiver to store and/or transfer VA information outside the protected environment as defined in VA Directive 6500 (All signatures on the last page are required)  I plan to store or transfer the following type of information (check all that apply):
  Individually identifiable medical, benefits or personnel information
  Information that can be withheld under the Freedom of Information Act

  Financial information 

  Research information 

  Investigatory information

  Commercial information  

  Quality assurance information

  Law enforcement information

  Information that is confidential or privileged in litigation

  Information that could adversely affect the national interest or conduct of Federal programs 

2. Justification for the removal of VA information outside of protected environments (include where and how information will be used):  

      
3. The timeframe I will store, transport and utilize VA information outside protected environments

  30 days
  180 days

  One Year 

4. I acknowledge that the above statements are accurate and are in compliance with VA Directive 6500, Removable Storage Media and Restrictions on Transmission, Transportation and Use of, and Access to, VA information outside protected environments. I understand that I may put VA information only on encrypted devices provided or approved by the VA. ________ (initials) 
5. I acknowledge this document requires renewal upon expiration of the approval timeframe requested above. _________ (initials) 
6. When removing any information, I understand that I must only remove the minimum amount necessary in order to perform my job functions or to complete necessary tasks, even if my access to the information allows for a greater amount. _________ (initials) 

SECTION  D -  SIGNATURE SECTION 

_____________________________             __________________________________ 

Requestor Name                


Signature 

Required Concurrence and Approval 
Approved  

Disapproved   

_______________________________
_______________________

___________ 

Service Chief Name        


Signature       


            Date 

 Concur  

Do Not Concur  
_______________________________
________________________
___________  Facility Privacy Officer  Name                        Signature                      
            Date   

(Signature required only if completing Section C: requesting to store and/or transport VA information outside the protected environment)

Concur  

Do Not Concur  
_______________________________
________________________
___________  Facility ISO Name                                          Signature                      
            Date   

Concur  

Do Not Concur  
_____________________________
______________________
__________  Facility CIO Name                                    Signature                      
           Date   
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