Department of   Region 1 Sanctuary Request Form 

Veterans Affairs  

Date: 

Requestor's Full Name:  

Title: 

Facility/CBOC: 

City, State, Zip: 

Phone Number: 

SECTION A - Check all boxes that apply to your request: 
 FORMCHECKBOX 
  I am requesting to be issued and use of a VA approved, encrypted USB Flash Drive.

 FORMCHECKBOX 
  Temporary Loan (30 days max)
 FORMCHECKBOX 
  Long Term Loan:
 FORMCHECKBOX 
  I am requesting to use an existing VA device or use a device purchased by my service line (all other items listed below besides USB Thumb Drives and Blackberry)
 FORMCHECKBOX 
  I am requesting to store and/or transport VA information outside the protected environment. (Section C must be completed) 

SECTION  B – Request for Device Usage  

1. In order to accomplish my duties, I request the following removable storage device(s) to store, transport, and/or utilize VA information. 

Type of device:
 FORMCHECKBOX 
  USB Thumb Drive (Non-VA approved Flash drives will not be authorized)
 FORMCHECKBOX 
  1 Gigabyte Capacity
 FORMCHECKBOX 
  2 Gigabyte Capacity (Justify this requirement line item 2) 
 FORMCHECKBOX 
  Other FORMTEXT 
  ________________________________________
 FORMCHECKBOX 
  Request Read Only Access
 FORMCHECKBOX 
  Request Read and Write Access
 FORMCHECKBOX 
  CD/DVD Drive
 FORMCHECKBOX 
  Request Write Access
 FORMCHECKBOX 
  Floppy Drive
 FORMCHECKBOX 
  Request Write Access
 FORMCHECKBOX 
  USB Device Associated with Medical Equipment 

Manufacture: FORMTEXT 
       

Model: FORMTEXT 
   

 FORMCHECKBOX 
  Digital Camera w/ memory 

Manufacture: FORMTEXT 
       

Model:
 FORMCHECKBOX 


 FORMTEXT 
  Digital dictation equipment (Voice Recorder) 

Manufacture: FORMTEXT 


 FORMTEXT 

Model:
 FORMCHECKBOX 
  VA issued Blackberry or other VA issued Cell Phone 

Manufacture:      

Model: 

Primary workstation where device will be used: 

2. Justification for the request (Include where and how device will be used and if VA sensitive information, as defined in VA Directive 6500, will be stored on this device). Also Include justification for devices with more than 1 gigabyte of storage capacity: FORMTEXT 
  

3. I am requesting exemption from Sanctuary Device Control and that I be permitted to connect my VA computer to the device(s) requested above. I acknowledge that my access is limited to the device(s) described above, and that if I plan to store, transport and utilize VA sensitive information outside protected environment (as determined by OI&T staff), I must obtain approval from my local Director or his/her designee. I understand that I may put VA sensitive information only on encrypted devices provided or approved by the VA. ___________(initials) 
SECTION  C - REMOVAL OF VA INFORMATION OUTSIDE PROTECTED ENVIRONMENT  

1. The information, as defined in VA Directive 6500, I intend to store, transport and utilize includes (check all that apply):
 FORMCHECKBOX 
  Individually identifiable medical, benefits or personnel information
 FORMCHECKBOX 
  Information that can be withheld under the Freedom of Information Act
 FORMCHECKBOX 
  Financial information 
 FORMCHECKBOX 
  Research information 
 FORMCHECKBOX 
  Investigatory information
 FORMCHECKBOX 
  Commercial information  

 FORMCHECKBOX 
  Quality assurance information
 FORMCHECKBOX 
  Law enforcement information
 FORMCHECKBOX 
  Information that is confidential or privileged in litigation
 FORMCHECKBOX 
  Information that could adversely affect the national interest or conduct of Federal programs 

2. Justification for the removal of VA information outside of protected environments (include where and how information will be used): FORMTEXT 
  

      
3. The timeframe I will store, transport and utilize VA information outside protected environments
 FORMCHECKBOX 
  30 days
 FORMCHECKBOX 
  180 days
 FORMCHECKBOX 
  One Year 

4. I acknowledge that the above statements are accurate and are in compliance with VA Directive 6500, Removable Storage Media and Restrictions on Transmission, Transportation and Use of, and Access to, VA information outside protected environments. I understand that I may put VA information only on encrypted devices provided or approved by the VA. ________ (initials) 
5. I acknowledge this document requires renewal upon expiration of the approval timeframe requested above. _________ (initials) 
6. When removing any information, I understand that I must only remove the minimum amount necessary in order to perform my job functions or to complete necessary tasks, even if my access to the information and the capability of the device allows for a greater amount. _________ (initials) 

SECTION  D -  SIGNATURE SECTION 

_______________________________
________________________
___________  Requestor Name                         

 Signature                      

Date   

Required Concurrence and Approval 
Approved   FORMCHECKBOX 


Disapproved   FORMCHECKBOX 
 

_______________________________
_______________________

___________ 

Service Chief Name        


Signature       



Date 

Concur   FORMCHECKBOX 


Do Not Concur   FORMCHECKBOX 

_______________________________
________________________
___________  Facility ISO Name                         

 Signature                      

Date   
Concur   FORMCHECKBOX 


Do Not Concur   FORMCHECKBOX 

_____________________________
______________________
__________  Facility CIO Name                     

Signature                      

Date   

V:10/27/2010

